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1. Introduction

1.1

Overview

As part of the integration of Rave as the CDMS (Clinical Data Management System) for the Cooperative
Groups and other lead organizations, a CTEP-IAM based Single Sign-On (SSO) authentication system is
planned to be used for authenticating users by the existing web based systems at the Cooperative
Groups. The CTSU SSO authenticator implements Security Assertion Markup Language (SAML) for login
authentication.

To enable the incorporation of this SSO federated authentication system to existing Cooperative Group
applications, CTSU created a SSO software framework and a starter kit to integrate CTEP IAM SSO
authenticator to existing JAVA and .NET applications of the cooperative groups.

This document details the installation and usage instructions for the CTSU SSO Framework for Java. A
similar document will be available for .NET developers for using the CTSU SSO Framework for .NET.

The CTSU SSO framework provides the following advantages:

1.2

1.3

1.

2 e

Object oriented approach by providing a class based implementation to hide the SAML
complexity.

Simple APIs to construct SAML request.

Simple APIs to extract SAML response.

Ability to verify the digital signature of the Identity Provider.
Optional roster data integration for authorization.

Two options for integrating SSO to the existing web applications

a. iFrame Based Approach: In this approach the developers can embed the CTEP IAM login
content to the existing login page. The displayed IAM login content can be customized by
using a CSS file integrated with the implementation.

b. Page Redirection Based Approach: In this approach when the users login to the existing
login page, they will be redirected the URL of the Identity Provider (CTEP-IAM) and after
they successfully login the user will be sent back to the welcome page of the original
system they tried to access. Ability to replace the CTEP IAM image header with
cooperative group’s specific image header is also incorporated with this implementation.

Terminologies

IdP: Identity Provider — It is a centralized system that creates, maintains, and manages identity
information for principals (users) and provides primary authentication to other service providers
within a federation.

SAML: Security Assertion Markup Language is an XML-based open standard for exchanging
authentication and authorization data between security domains, that is, between an identity
provider (a producer of assertions) and a service provider (a consumer of assertions).

SP: Service Provider — A system that provides services (such as patient enrollment service or
clinical data collection service) to the end users.

SSO: Single Sign-On — With Single Sign-On a user logs into one system once and gains access
to all systems within a federation without being prompted to log in again at each of them.

Purpose

The purpose of this document is to illustrate the following:

1.
2.

How to install the SSO framework or the developer’s work environment.
How to integrate the SSO framework to existing application that requires SAML as the

CTSU SSO (Java) Installation and Integration Guide
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authentication mechanism.

1.4 Audience

This document is intended for the development team at the various Cooperative Groups and Lead
Organizations.

1.5 How to Use this Document

This section provides the logical steps that can be followed to integrate the CTSU SSO framework into
the cooperative groups’ application.

1. Review this document as well as the companion document
CTSU_SSO_API_Java_Design_V1.0.docx which describes the CTSU SSO framework
architecture and design principles.

2. Access the CTSU public URL ( https//test.ctsu.org/ctsusso ) to test out the starter kit
functionalities.

Download and unzip the ctsusso.zip file on your development machine.
Build and deploy the starter kit without modification.
Invoke the starter kit Ul located in your deployment machine to test the installation.

o o »w

Integrate the CTSU SSO starter kit your web application.

2. Requwements to use CTSU SSO Starter Kit

This section contains the requirements to run the SSO starter kit and to integrate the SSO starter kit with
the cooperative groups’ systems.
2.1 Software Requirements

A Java servlet container such as JBoss or tomcat and Java runtime environment are required to run the
CTSU SSO framework (Java). Table 1 shows the required software.

Software | Version Description URL

http://www.oracle.com/technetwork/java/javase/downl
oads/index.html

Java JDK 1.6 Java Development Kit

An open platform integration

. 3.0 0r tool that provides developers . . .
Eclipse higher with flexibility and control http://www.eclipse.org/downloads/index.php
over their software code
JBoss 4:0.4 or Open.source Java servlet http://www.jboss.orq
higher container
Tomcat 136 or Open_source Java serviet http://tomcat.apache.org/download-60.cgi
higher container

Table 1: Software Requirements

2.2 Publicly Accessible Files for Display Customization

As stated in the overview, there are two approaches to integrate the CTEP IAM login page to the
cooperative groups’ application. This section defines the optional files needed to run the iFrame and page
redirection based implementations.

2.2.1 iFrame Based Implementation

In this approach, the CTEP IAM login page is embedded within the cooperative groups’ login page. CTEP
IAM login content can be customized using the cooperative groups’ CSS file. This CSS file has to be
deployed on a public URL. Please note that a CSS template is provided with the SSO starter kit and the
styles in this template can be customized and hosted by the organization to get a custom look and feel for
the iFrame based implementation. The CSS class names should not be changed. The CSS style

CTSU SSO (Java) Installation and Integration Guide
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specifications can be changed to get the appropriate look and feel.

A default CSS provided by CTSU is available for the cooperative group to define the appearance of the
CTEP IAM login Ul.

2.2.2 Page Redirection Based Implementation

In this approach when the users access the existing login page, they will be redirected to the URL of the
Identity Provider (CTEP IAM). On the CTEP IAM login page to which the user is redirected, the header
image can be replaced by the cooperative groups’ header image for preserving the user experience. The
following specifications are applicable for the header image:

1. The image file has to be of jpg format.
2. The image height is to be 100px and the width is to be 525px.
3. The image file should be deployed to a public URL.

A CTSU image jpg file is provided to the cooperative groups to use as the template for generating their
own image file.

2.2.3 CTEP Login Account

To utilize the CTSU SSO framework, a valid CTEP IAM account is required. This account should be
created in CTEP IAM production site for logging into CTEP |IAM production and CTEP IAM beta site for
logging into CTEP IAM beta site. The CTEP IAM URLs are defined in section 2.2.1.

2.2.4 SAML Federation in CTEP IAM

The service provider is required to register with CTEP I1AM as one of the authorized consumers of the
CTEP IAM authentication service. The registration process will be provided in a separate document.

2.2.5 Identity Certificate

This certificate is required for receiving SAML response from CTEP IAM. This certificate validates the
CTEP IAM SSO signature provided in the SAML response. The certificates for CTEP |IAM beta and CTEP
IAM production will be included in the ctsusso.zip file.

2.3 Required URLs

This section provides the CTEP IAM URL to create user account, CTEP IAM SSO authenticator URL,
CTSU public CSS file URL and CTSU public header image file URL.

2.3.1 NCI CTEP IAM URLs
The following table contains the CTEP IAM SAML beta and production URLSs.

# Description URL

CTEP IAM user production site for https://eapps-ctep.nci.nih.gov/iam/index.jsp
| creating user account.

. . https://iapps-ctep.nci.nih.gov:443/sso-
2.| CTEP IAM SSO production site web/singleSignOn.action

CTEP IAM user beta site for creating https://betapps-ctep.nci.nih.gov/iambetal/index.jsp
user account

) https://betapps-ctep.nci.nih.gov:443/sso-
4.| CTEP IAM SSO beta site web/singleSignOn.action

Table 2: CTEP IAM SAML URL

2.3.2 CTSU Public Files URLs
The following table contains the CSS URL for iFrame based implementation and the header image URL.

CTSU SSO (Java) Installation and Integration Guide
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Description URL
CTSU public CSS file https://www.ctsu.org/ctsusso/css/miniLogin.css

https://www.ctsu.org/ctsusso/image/ctsulogo.jpg

CTSU public header image

CTSU SSO framework test URL | https://test.ctsu.org/ctsusso

Table 3: CTSU SSO URL

3. CTSU SSO Starter Kit Installation Instructions

This section provides the following details:
1. Steps for installing the SSO starter kit on the application development environment.
2. Steps to verify the installation and the requirements to utilize CTEP IAM authentication.
3. Required Jars for JBoss version 4.
4. Required Jars for JBoss version 5.
5. Required Jars for tomcat version 6.
NOTE: CTSU currently supports JBoss version 4, 5 and tomcat version 6.

3.1  Steps for Installation

3.1.1 Assumption: one has active CTEP IAM Account

If one does not already have CTEP-IAM Account, please create an account using CTEP IAM production
and beta URLs as per items 1 and 3 listed in Table 2 above.

3.1.2 Download and Unzip

(1) Download CTSU SSO Framework and starter kit (ctsusso.zip) from this URL:
https://www.ctsu.org/ctsusso/default.asp?fName=ctsusso/java/ver 1.0

(2) Unzip ctsusso.zip file. When you unzip, the directory structure should look like the figure shown
below.
= ) 550_UI
[= [ chsussa
I build
|Z) certificate
| classes
| disk
|20 sre
|2 WebConkent
|2 docs
|20 loain_example

Figure 1: Folder structure of CTSU SSO package
3.1.3 Setting up Project in Eclipse IDE
The following steps show how to build the CTSU SSO starter kit project within Eclipse:

1. Create a new Java project using Eclipse-Europa. The steps below outline how to create the
project

a. From the main workbench window, click File->New->Java Project.

Input the value shown below. (Value in the Directory field should be the path to the extracted folder

CTSU SSO (Java) Installation and Integration Guide
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SSO_Ul).

£~ New Java Project |:|@E]

Create a Java project o

Create a Java project in the workspace or in an external location.

Project name: | S50 1T

Conkents

{:} Create new project in warkspace

@ Zreate project From existing source

Directory: |C:'I,SE|I'III|BDX'I,.':'|PP5'I,SSO_UI | [ Browse, .,

IJRE

Project lawout

\Working sets

[]add project ko warking sets

The wizard will aukomatically configure the JRE and the project lavouk based on the
specified exisking source,

7 ; Mexk = ] [ Finish ] [ Zancel

Figure 2: Create project in Eclipse
2. Use the build.xml to build the project. The steps below outline how to run the build.xml

a. Expand the project path to locate the build.xml. The build.xml path is defined in Eclipse’s
Navigator tab as SSO_UI->test->build.xml.

b. Right click on build.xml->Run As-> Ant Build.
c. Select the build target as shown in Figure 3

CTSU SSO (Java) Installation and Integration Guide
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& 550_UI build.xml X
Edit configuration and launch. Q
F o —
Fun an Ant build file. Ej
Marme; | S50 _UT build, xml |
E| Main |+ Targets ‘-'}q} Classpath | <E* Properties | = JRE E Enwironment | £ Common | 2
Check targets to execute:
Marne Description
] @]Eclean Delete old build and dist direckories
] @it Create build directory
Fi i@ compile Compile Java sources
Fi @ buildfive Copies all non Java classes to build direckoy
Fi (@ buildfour Copies all non Java classes to build direckoy
8 archivefive Create binary archive of all files in dist.home
] @.archiVEFDUI’ [default] Create binary archive of all files in dist.home
< | *
1 out of 7 selected
|:| Sork kargets
[] Hide internal targets not selecked for execution
Target execution order:
archivefive
[ Apply ] [ Rewvert ]
@ [ Run ] [ Close ]

Figure 3: Build Target in Eclipse

3. Verify that the war file is deployed to the JBoss 5 deploy directory as specified in
build.properties. (shown in Table 4 below). Note: the build target “archivefive” builds JBoss 5
war, and the build target “archivefour” builds JBoss 4 war.

4. The war is deployed to the servlet container during the build process if using the build.xml
provided in the code. Before starting the JBoss server, Please confirm that ctsusso.war is
deployed to the servlet deployment directory.

5. Run/Start JBoss 5. (Check the jar files required at section 3.3)
The build.properties file is located as shown in the image below.

CTSU SSO (Java) Installation and Integration Guide
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=122 550_LI

= ctsussofsrc
=} com.weskat,cksu,ackion
[0] log#.dtd
|X] loge.xml
runJBoss, bat

sp.properties Q

|X| skruts,xml
|Z| wsswver.sco
[+-m=8, Feferenced Libraries
[#-B8, JRE Svstem Library [irea)]
== ctsusso
[+ [== build
[#-[= certificate
F- = classes
#- = disk
= WebContent
@ build. properties
1 build, xml
|ﬂ cksusso.jpr
|| wsswer.sco
+-[= dacs
[= login_example
WSSVE, 500

==

Figure 4: Location of build.properties in eclipse workspace

The table below shows the definition of elements in build.properties. One needs to change the value of
deploy.dird/ deploy.dir5 according to their local JBoss deployment folder configuration.

Property Name Description Value

app.name Name of the war file. ctsusso

deploy.dir4 JBoss 4 deploy directory where C:/Servers/jboss-
the war is copied to. The value 4.0.5.GA/server/default/deploy
should Ibe I'POdIfled to reflect the [Note: This value needs to be
server location. changed based on your JBoss

configuration]
deploy.dir5 JBoss 5 deploy directory where C:/Servers/jboss-

the war is copied to. The value
should be modified to reflect the
server location.

5.1.0.GA/server/standard/deploy

[Note: This value needs to be
changed based on your JBoss
configuration]

source.home

Java source files directory
relative to the build.xml file
directory

src

CTSU SSO (Java) Installation and Integration Guide

Rev. 02a

Page 7 of 22




CTSU Cancer Trials Support Unit
A SERVICE OF THE NATIONAL CANCER INSTITUTE

Linking practice to progress CTSU SSO Starter Kit Installation Instructions

lib.nome Jars directory relative to the ./WebContent/WEB-INF/lib
build.xml directory

webapp.home Web content directory relative to | ./WebContent
the build.xml directory. The web
content directory has the jsp files,
the graphic files, CSS files.

build.home The relative directory to the ./build
build.xml where all the files that
make up the war are located.

dist.home The relative directory to the Jdist
build.xml directory where the war
file is located.

Table 4: build.properties Definition
3.1.4 Identity Certification Installation

This section describes how to install the certificate for testing starter kit and for integrating the certificate
to the cooperative groups’ application.

3.1.4.1 CTEP IAM Certificate Installation

After the certificate is extracted from ctsusso.zip, please install this certificate on your server machine.
The certificate file directory depends on the ${CTSU_HOME} environment system variable. The full path
to the certificate should be ${CTSU_HOME}/CTSUSSO/certificate/|AMSAML.cer. The CTEP IAM beta
site uses IAMSAML.cer. The production certificate will be provided.

Note: If the certificate is not installed in the cooperative groups’ server machine during integration, or
during starter kit installation testing, an CertificateException will be thrown.

3.2 \Verification

This section describes how to verify the CTSU SSO starter kit is installed without any error, the SP is
registered with CTEP |IAM and the user has CTEP IAM account in CTEP IAM production and/or in CTEP
IAM beta.

The starter kit provides an Ul as a tool to perform the verification. The steps below outline the Ul
functionalities:

a. To verify that the installation is completed without any errors.
b. To test the SSO functionalities.

c. Totestthe CTEP IAM SSO authenticator to make sure it is responding correctly with the
login request options such as returning CTSU person roster as requested.

d. To display the CTEP IAM login page content in either iFrame based or page redirection
based implementation.

The verification process assumes that the starter kit is extracted and installed correctly as in Section 3.1
and the JBoss 5 is the Java servlet container.

3.2.1 CSS and Custom Image Header Setup

The CSS file or the image header jpg file has to be deployed to a publicly accessible URL since these
files will be read by the CTSU SSO implementation. CTSU provides default CSS and image header if the
cooperative groups choose not to create these files.

CTSU SSO (Java) Installation and Integration Guide
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3.2.2 \Verification steps

After the completion of the steps described, the starter kit is ready for verification. The starter kit can be
invoked in Internet Explorer, Chrome and Firefox. The verification process includes following steps:

1. Invoke the SSO starter kit UL.
2. Send in login request to CTEP IAM production and beta URL.
3. Verify the login response from CTEP IAM.

Please see below verification steps.

3.2.2.1 Invoking the Ul

The URL to invoke the Ul is http://ServerName:ServerPort/ctsusso where the ServerName is the name of
the server machine such as localhost, and the ServerPort is the port which the Java servlet container is
listening to such as 8080. When the Ul is invoked the webpage should appear as shown in, Figure 4.

> CTEP 1AM S50 test page - Windows Internet Explorer,

@ Ad ‘ hetpeiflocahost 8060 ctsusso/spSinaleSianOn.action V| X ‘ ‘ Bl

[
Federated Authentication Using SAML Based CTEP IAM

Fle Edt Yiew Favortes Tools Help

] : = 5 >
w & [ CTEP IAH 550 test page B B @ e - Tods -

:\ Cancer Trials Support Unit

5 =31J neenviee oF THE NATONAL GANGER INGTITUTE

\S\:_/ Linking practica to prograss

CTSU 580 famawork Version: 1.0. Built date: 10/13.2011

Interface to test CTEP IAM SSO Starter Kit

Custom Aftributes:
Attribute Input

® o
0 Yes

Person Roster;

iFrame (Using FRAME/Custom Style)
O Using IFRAME/Custom Style)

Login Sereen Mode:
@ Page Redirect (Using redirsct to 1dP login URL)

Custom Stylesheet{Public|

Custom Graphic(Public URL); ‘ ‘

Relay State ‘ ‘

SAML Response URL ‘ht‘[p J/10.61.0.156:8080/ctsuss0/spSingleSignOngetAutiResponse.action ‘

dPBETA v

The attribute marked with a red star is required field. If required attributes are left blank, you will not be able to
submit the form.

IdP({For CTIS Use Only)

AT N
R {( @ FirstGov

& Locl ntranet % v

Figure 4: Starter Kit test user Interface page

The table below (Table 5) contains the custom attribute definitions that are listed in Figure 4.
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Attribute Meaning Value to be selected
Person Roster | Cooperative group requests the CTSU Yes

person roster information to be returned from

CTEP IAM for the login user after successful

login.
Person Roster | The CTSU person roster information is not No

requested to be returned.

Login Screen
Mode

Use page redirection based implementation
where the browser is redirected to CTEP |IAM
login URL.

Page Redirect

Login Screen Use iFrame based implementation. iFrame
Mode
Custom Style | Specify the CSS URL. This is used in Example:

Sheet

conjunction with iFrame based
implementation.

https://www.ctsu.org/ctsusso/css/mini
Login.css

Custom Specify the image header jpg that replaces Example:
Graphic the CTEP IAM header. https://www.ctsu.org/ctsusso/image/ct
sulogo.jpg
SAML Response URL invokes by CTEP IAM SSO http://localhost:8080/ctsusso/spSingle
Response authenticator to return the SAML response. SignOngetAuthResponse.action
URL This is defaulted to the deployed server IP
address appended with
“ctsusso/spSingleSignOngetAuthResponse.a
ction”.
IdP Use CTEP IAM beta site as SSO IdpBETA
authenticator.
IdP Use CTEP IAM production site as SSO I[dpPRODUCTION

authenticator.

Table 5: Attribute Definitions for the test Ul

3.2.2.2 SSO Login Request

Please input the custom attribute values as in Figure 5 using the above Ul and click on the submit button.
Figure 6 should display in the browser.
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{= CTEP-IAM Single Sign On - Windows Internet Explorer,

@@r - |g, https: /{betapps-ckep. nci. nih. gov/sso-web)singleSignon, action V| & | 2 % | |Google

File Edit View Favaorites Tools Help

g Share Browser  WebEx ~ |

CGo gle | w i’ Search ~ | More 3> — SignIn ‘\ &
Links [ZjBest |3 BugTr [hede [etsu [HbE CHIE iava [ IMESA ) 1Saipt [hMet () OAsys ) Open [ Ora pc [hpr [CHRODTS e

— = »
TF 4 | @ CTEP-IAM Single Sign On l ] -~ B - &= o~ |[=hPage + ) Took -

er Institute U ynal Institut

Cancer Trials Support Urnit
A SERVICE OF THE MATIONAL CANCER INSTITUTE

Linking practice to progress
LOGON TO IAM Account Management

Username* | |

? Forgot Password
| If vou have alreadv enrolled, vou can request for a

temporary password by providing the name or
username and email on the account.

Pazzword®

-

¥ Reset Password

If vou have received a temporary password or if vou
would lilke to change vour current password.

0 Annual Registration

If vour IAM account registration has to be renewed.
W

€ Internet L 100% -

Figure 5: CTEP IAM Login with Page Redirect (Using redirect to IdP’s login URL)
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EEX

< hitp:fflocalhost: 8080/ cksusso/spSingleSignOnauthenticateUser . ackion V| 5[ % l | 2

{= CTEP 1AM S50 - Windows Internet Explorer

T
&y ~
Qw

File Edit View Favorites Tools Help

eshareBrowser WebEx -

w e [.—:; CTEP 1AM 550

Federated Authentication Using SAML ==
Based CTEP IAM T

550 Version: 1.0. Release d:
This is the existing Login page of the organization

[ B B & [eage v ok~

Cancer Trials Suj
A BERVICE OF THE NATMINVAL O

Linking practice to prc

Username*: | |
Password*: | ! m
W elcome tO the appllcatlon This computer system is the property of Mational Institutes o

[MIH]} and is to be accessed and used only by authorized u
authorized business purpeoses. Unauthorized access or use

Lorem ipsum dolor sit amet, scripserit consectetuer his at, est cu labore  Computer system may subject violators to criminal, civil
complectitur, vis et iudico impedit similique. Nam mollis perfecto zeministrative action. o _
&ny individual using this computer system is subject to hawvi

indoctum id, ne sed omnesque antiopam. Cu zril oratio deserunt nec, an  their activities on this system monitared, intercepted, read,
i L T . . disclosed, and recorded by authorized personnel. Anyone us
has autem invidunt oportere. Omnesque similique at sit, nam eu dicant  -ycrem expreccly concente to such monitering =nd is advise

such monitoring reveals possible evidence of criminal activity,

]ﬂtegj'e SeIlltentlae? pui dlcaﬂt ]Iacu:ndla at. Probo appa:rea’[ rationibus an persannel may provide the evidence of such manitoring
vel, nisl diam dolore ex sit. Eum in magna laoreet, sit reque commodo ~ =nfercement officials.

Any individual accessing or using this computer system unders

laboramus ad. Ut est nisl omittam. Ea pro euripidis liberavisse, mel cu 5 J5o2'0 Gomply with oIl MIH policies, including but not lin

S : : : : . : : : IR the MIH Information Technology General Rules of Behaviar, Usi
aperiri pericula, ei postea epicurei evertitur qui. Duis mollis invidunt duo 2 R e e e o

id, ea mel mundi incorrupte. Duo elit novum iisque ad, an sonet indoctum  details regarding NIH Privacy palicy and disclzimers,

Access or use of this computer system by any person,

petentluﬂl gum. Summo Congue cu vis, €1 me] 1ab0TeS Cl"lbus authorized or unauthorized, constitutes consent to these term
adversarjmn_ is no right of privacy on this system.
| Agree and Logon || Reszet |

Forgot Password? Reset Password? Annual Registra:
Request New Account

b
< | ?

Jpore 8 Local intranet F100% -+

Figure 6: CTEP IAM Login with iFrame embedded within the existing application

3.2.2.3 SSO Login Response

Please input the CTEP IAM credential created in CTEP IAM beta and login. The following Figure 7 should
display in the browser after successful login. This page contains the SAML response. This can be used to
verify the response from CTEP IAM system.
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FEX

(2]

{= CTEP IAM 550 - Windows Internet Explorer

@.\_ y - |-'.'; http://10.61.0.144: 8050/ ctsussofshawResults. action V| || X |

File Edit Wew Favorites Tools Help
QShare Browser  WebEx -

v Iv‘_‘; CTEP [4M 550

»»

[_l @ - R P;; - I-_‘{'°Eage - ’_‘; Toals =

Cancer Trials Suppart Unit

L -—
| _j A BERVICE OF THE NATIONAL CANCER WETITUTE

CTEU 850 framework Version: 1.0. Built date: 10/13/2011
This is the first page of the organization after successful login

TAM user last name --> Whitefield

TAM password expires in --> 279

Person institution name --> Cancer Trials Support Unit
Person roster institution role --> Main Member
Person roster status --> Active

TAM user name -->= KAMATUS

TAM user first name --> Phoebe

Person institution cde --= CTSU

Person group code --> CTSU

TAM registration expires in --> 39

Subject/Name Id --> phoebewhitefield({@westat.com

Done %J Local intranet H100% T

Figure 7: SAML Response with Successful Login

3.3 Jars for JBoss

This section lists the jars required to run the SSO starter kit. There are a few additional jars required to
run in JBoss 4 which are listed separately.

3.3.1 Common Jars for JBoss

The figure below shows the common required JBoss jars. The jars should be installed with the
ctsusso.jar.
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bcprov-ext-jdk15-1.40.jar
commons-collections-3.1.jar
commons-collections-3.2.1.jar
commons-collections-3.2.jar
commons-fileupload-1.2.1.jar
commons-io-1.3.2 jar
commons-lang-2.4.jar
commons-logging-1.1.1.jar
freemarker-2.3.16.jar
javassist-3.7.ga.jar
joda-time-1.6.jar

jstl-1.2.jar

log4j-1.2.14 jar

ognl-3.0.jar
opensaml-2.2.3.jar
openws-1.2.2 jar
slf4j-api-1.6.1.jar
slf4j-log4j12-1.6.1 jar
struts2-core-2.2.1 jar
velocity-1.5.jar
xalan-2.5.0.jar

xmisec-1.4.2 jar
xmltooling-1.2.0.jar
xwork-core-2.2.1.jar

Figure 8: Common JBoss Jars
3.3.2 Additional Jars for JBoss 4

The figure below shows the additional jars required to run JBoss 4. The jars should be installed to the
same directory as ctsusso.jar.

servlet.jar
xerceslmpl-2.9.1.jar

xml-apis.jar

Figure 9: JBoss Version 4 Jars

4. SSO Framework Integration

This section illustrates how to integrate the CTSU SSO framework to a generic web application that
requires login credential using CTEP-IAM SSO.

4.1  Group Implementation Steps
This section highlights the steps that need to be taken to integrate the starter kit into an existing website.
* Install the IdP certificate and CTSUSSO.jar/dll
* Instantiate the CTEPSSOAuthenticator object
*  Construct the CTEPSAMLRequest attributes
* Invoke the sendLoginRequest with the CTEPSAMLRequest

«  Wait for the request post to come back from the Idp

CTSU SSO (Java) Installation and Integration Guide
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* Invoke the getSAMLResponse for the request
* Invoke the getSSOUser for the obtained CTEPSAMLResponse

4.2 Implementation Options
There are two examples covering the two options for integration as described below:

1. iFrame based implementation: In this implementation the CTEP IAM login page is embedded
within the Group’s web application’s login page. This example does not replace the original login
page, instead a section of the application login page will contain an iFrame which is provided to
display the CTEP login information (without the NCI CTEP logo). The URL of the web browser
will still be the URL of the login page of the group’s web application.

2. Page redirection based implementation: Here CTEP IAM login page is the application login
page. In this example the CTEP-IAM login page replaces the original login page content through
a page redirection. The user browser is redirected to the CTEP IAM login URL and once
validated will get redirected back to the Group’s welcome page.

4.3 iFrame Based Implementation

This example assumes that the following pages already exist:
1. Login page - this page is invoked when a user requests service from the service provider.
2. Welcome page — this page is displayed after a user is successfully authenticated.

__iF fame Content from
' CTEP-IAM
Website

Figure 10: iFrame conceptual diagram

The above figure, (Figure 10) shows the concept of embedding an iFrame within a web application. The
concept here is that the iFrame would be sitting in the place of the login area of the original web
application of the group. The iFrame content will be coming from CTEP-IAM’s website.

The following (Figure 11) shows current approach versus modified approach.

In the current approach, the user will enter the login details in the login page of the group’s web
application. Upon success, the user will be directed to the group’s welcome page.

In the modified approach, the user will enter the login details in the iFrame which comes from the IdP.
Here the user will enter their CTEP-IAM credentials. Upon success, the user will be directed to the

CTSU SSO (Java) Installation and Integration Guide
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Group’s welcome page.

Current Approach Modified Approach

Existing Login Page of the Organization (SP)

<Header> <Header>
Modify iFrame
Username [ 1
Password C Username [
Password /\ l:l
iFrame
content
comes from
the IdP
<Header> <Header>
Welcome Page of the Welcome Page of the
Organization (SP) after Organization (SP) after
Successful Login Successful Login

Figure 11: iFrame Based Approach for SSO Starter Kit Integration

4.3.1 Login Modification

The login contains a jsp page and a login action backend code. The following sections explain the
changes to the jsp page and the login action backend code.

4.3.2 Login jsp Modification

This example uses Form-based login authentication mechanism. The original login.jsp contains a Ul
section that requests the user name and password from the user. This section is no longer needed. It is
replaced by an iFrame with the source that comes from the CTEP IAM SSO login URL after a post is
made to the CTEP server. The following figures illustrate the code modification.

The code shown in Figure 12 is to be replaced by the code shown in Figure 14.
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<tr>

<td align="right">IAM User:&nbsp;</td>

<td align="left"><input type="text" id="username" name="username" class="formFieldSized"
size="25" /></td>

</tr>

<tr>

<td align="right">Password:&nbsp;</td>

<td align="left"><input type="password" id="password" name="password"
class="formFieldSized" size="25" /></td>

</tr>

<tr>

<td colspan="2" align="center">

<input type="submit" name="logon" value="1 Agree and Logon" class="randoButtonGreen"
title='l accept the agreement. Log me in.">

<input type="reset" name="reset" value="Reset" class="randoButtonO" title='Clear my

entries'>
</td>
</tr>

Figure 12: Sample of the existing Login.jsp
Figure 13 shows the login.jsp user interface.

L=hd U=er:

Pas=sword:

Thi=s syw=tem is operated forthe U 5, Gapemment and may be accessed and
uzed anly for federal gowemment ine=s= by authorized personnel.
Unauthorized access or use of this sy=stem may subject wiclators to criminal,
ciwil, andfor administrative action. Al informmation on this system may be
intercepted, necorded, read, copied, and disclo=sed to and by authorized
personnel for official purposes, including criminal inwestigations. Such
information includes sensitive data encrypted to comply with confidentiality
and privacy requirements. Access or use of this system by any person,
whether authodzed or unauthorzed, constitutes consent to these termm=. There
i= no right of priwvacy in this swstem.

I |I Agres =mnd Lnganl I |Hege‘t|

Figure 13: Sample of Login.jsp Ul
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<l-- src is the backend code. In this example, response.open is handled
by LoginAction.java
-->

<iframe id="loginFrame" width="100%" style="width: 700px;height: 630px"
src="<%=request.getContextPath()%>/response.open">
</iframe>

Figure 14: iFrame Based Login.jsp Modification

4.3.3 Login Action Backend Code Modification

The original login action backend code extracts the user credential and validates the user credential. This
code is to be replaced by setting up the CTSU SSO framework to invoke the IdP. Figure 15 illustrates the
CTSU SSO framework integration to the login action backend code.
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1

/I Create SAMLRequest object to hold the SAML information

1

CTEPSAMLRequest samIRequest = new CTEPSAMLRequest();

1

/I ldP returns the SAML response to the below URL
1

samlRequest.setResponseURL("your URL");

1

/l request is the HttpServletRequest

I/l response is the HttpServletResponse

1

samlRequest.setHttpRequest(request);
samlRequest.setHttpResponse(response);

1

/I Below specify the IdP URL, please replace with your IdP URL

1
samlRequest.setldpURL("https://iappsbeta-ctep.nci.nih.gov:443/sso-web/singleSignOn.action");

I

/I Below specify who initiate this request, please replace with your
/I issuer value

1

samlRequest.setlssuer("http://test.sp.com");

I

/l Request CTSU Person Roster to be returned from CTEP IAM
1

samlRequest.setNeedPersonRoster(true);

1

/I Use below setting for iFrame based implementation with provided CSS file.

I
samlRequest.setCustomCSSURL(“https://www.ctsu.org/ctsusso/css/miniLogin.css”);

1

/l Invoke CTSU SSO to send SAML request
1
sso.sendLoginRequest(samIRequest);

Figure 15: Integrated CTSU SSO to Login Backend

4.3.4 CSS Style Sheet Creation

CSS file is needed for iFrame based implementation. The starter kit provides a CSS template for the
iFrame based implementation. Please use this template to specify the CTEP |IAM login iFrame style. The
style class names should not be changed since these class names are agreed upon with CTEP IAM
development team. Please only change the attribute values within the class.

4.4 Page Redirection Based Implementation
This example assumes that the following pages already exist:
1. Login page — this page is invoked when a user requests service from the service provider.
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2. Welcome page — this page is displayed after a user is successfully authenticated.

The following figure (Figure 16) shows the modification steps for this approach. In the modified approach,
when the user tries to login from the group’s web application, It will be automatically redirected to IdP’s
login page (CTEP-IAM’s login page). After the user enter authentication details and on success it would
again be redirected to the group’s welcome page.

Current Approach Modified Approach
Existing Login Page of the Organization {5P)
<Header>
Username L ] Mgdify HTTP Post
Password C 1 .
Reditect
( )
Redirected to IdP
IdP Login Page
<Custom Header>
Username L ]
Password [ ]
<Header> <Header>
Welcome Page of the Welcome Page of the
Organization (SP) after Organization (SP) after
Successful Login Successful Login

Figure 16: Page Redirection Approach for SSO Starter Kit Integration
4.4.1 Login Modification

The login contains a jsp page and a login action backend code. The following sections explain the
changes to the jsp page and the login action backend code. Please note that the login page used in
iFrame based approach will be used for this example.

4.4.2 Login jsp Modification

The original login.jsp contains a Ul section that requests name and password from the user. This section
is no longer needed. It is replaced by a submit call to the login action backend code when this page is
loaded to the user’s browser.

The code shown in Figure 12 is to be replaced by the code shown in Figure 17.
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<script language="javascript" type="text/javascript">
window.onload = function() {
document.forms[0].submit();

}

</script>

Figure 17: Modified Login.jsp to Invoke CTSU SSO
4.4.3 Login Action Backend Code Modification

The original login action backend code extracts the user credential and validates the user credential. This
code is to be replaced by setting up the CTSU SSO framework to invoke the IdP. Figure 18 illustrates the
CTSU SSO framework integration to the login action backend code.
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1

/I Create SAMLRequest object to hold the SAML information

1

CTEPSAMLRequest samIRequest = new CTEPSAMLRequest();

1

/I ldP returns the SAML response to the below URL
1

samlRequest.setResponseURL("your URL");

1

/l request is the HttpServletRequest

I/l response is the HttpServletResponse

1

samlRequest.setHttpRequest(request);
samlRequest.setHttpResponse(response);

1

/I Below specify the IdP URL, please replace with your IdP URL

1
samlRequest.setldpURL("https://iappsbeta-ctep.nci.nih.gov:443/sso-web/singleSignOn.action");

I

/I Below specify who initiate this request, please replace with your
/l issuer value

1

samlRequest.setlssuer("http://test.sp.com");

I

/l Request CTSU Person Roster to be returned from CTEP IAM
1

samlRequest.setNeedPersonRoster(true);

1

/I Use below setting for redirect based implementation with provided header

/l image jpg. Not needed for iFrame based or not to replace the CTEP IAM

/I header

/I Inform CTEP IAM to replace CTE IAM header with provided header image

/I The image file should be jpg format and height = 145px and width = 755px

1
samlRequest.setCustomGraphicURL(“https://www.ctsu.org/ctsusso/image/ctsulogo.jpg”);

1

/I Invoke CTSU SSO to send SAML request
1
sso.sendLoginRequest(samlRequest);

Figure 18: Integrated CTSU SSO to Login Backend code
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